
 

 

 

 

 

 

 

         January 12, 2023 

Dear Cott Partner, 

I am writing with an update regarding the recent outage that Cott System, Inc. is experiencing. We have 
been providing our customers with regular updates but understand that you may also have questions 
about this incident.  

On December 26, 2022, Cott Systems began experiencing technical difficulties resulting in a disruption 
to certain computer systems. Consequently, in an abundance of caution, we severed connectivity from 
all external sources while we investigated the source of the disruption. We determined that we were the 
victim of a cyber-incident in which malware was used to disrupt our systems. To date, we have been 
working diligently with third-party forensic subject specialists to investigate the incident and to restore 
full functionality to our systems as quickly and as safely as possible.  As of now there is no evidence that 
customer data was taken from our hosted environment.  

Our investigation into this incident is ongoing with the assistance of industry leading forensic 
specialists.  Internally, working with our cyber recovery team, we have implemented an additional 
endpoint detection and response solution which protects all of our data center and HQ infrastructure. It 
will alert us in the event that any additional suspicious activity is identified.  We have not identified any 
evidence of continued suspicious activity since identifying the original intrusion December 26, 2022. 

Out of an abundance of caution, we have also recommended that all customers reset any credentials 
issued to Cott Systems.  Furthermore, we have recommended implementation of multi-factor 
authentication and limiting external access to their network unless specifically requested.  

The safety and security of our customers’ data is our top priority.  We are deliberately, and in a 
calculated manner, bringing all systems back online.  You may have noticed some activity with our 
production systems on January 4 as we partially restored services.  Each day we are making progress 
but, as of this moment, have no definite date when all operations will be fully functional.  Our focus is to 
get our customers functional in their offices, then work on additional related systems. 

If you have additional questions, please contact Cott Systems’ Customer Support.   

 

Deborah A. Ball, CEO 

Cott Systems, Inc. 

 

 

 

 

 


